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Maximum Marks : 75

4. Answers may be written either in English or Hindi; but the same medium should
be used throughout the paper.
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1. (a) What are the different categories of cyber criminals. Explain the various
techniques to commit cybercrimes. )

I

(b) What is data security? Explain different methods of protection of computer
data. (6)
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How is a Controller of Certifying Authority appointed? What are his functions

under the IT Act, 2000. ®)
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(b) Briefly discuss the following: Ty

(i) Meaning and Punishment for publishing or tra
in electronic form.

(i) Tempering with Computer Source Documen
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2. (a) Write short notes on the following:
() Cyber Forensic
(i) Cyber space jurisdiction
(iii) Cryptography

(3x3=9)

(b) What are the objects of Information Technology Act 2000. “The IT Act 1s
not applicable to some specific do ents.”. Comment. (6)
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3x3=9)
@) Distinguish between: (

(i) Digital signature and Electronic signature
(ii) Cyber crimes and Conventional crimes
(iii) Public key and Private key

3 6
p) What is domain name? How can the domain name disputes be resolved? (6)
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OR
) What do you understand by the term ‘Cyber Security? Explain in brief the
major security threats and solutions. %)

a ) Explain the rules laid down in the IT Act in relation to the following:

(i) Time of dispatch and receipt of electronic record

(i) Place of dispatch and receipt of electronic record (2x3=6)
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(2) Briefly explain the provisions relating to Suspension and Revoca

: tion ioi
Signature Certificate under IT Act, 2000. of Digital

E - - (9)
(b) (i) Explain the duties of Certifying Authority under IT Act.

: (if) What do you mean by ‘Cyber Terrorism’ as ulicie} IT Act. : -(2"3"6)
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(a) Define the following terms as per IT Act. 2000:

(i) Computer network
(i) Intermediary
(i) Certifying Authority |
(b) What do you mean by intellectual property? Briefly discuss the varioug types
of intellectual property. ©
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5. (a) Describe the term "Subscriber". Explain the duties of a subscriber under i
IT Act,2000. ; (0

(b) Define the term ‘E-contract. What are the essentials of E-contracts? (6
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(a) "E-governance is SMART governance," Discuss the provisions of Inform& 9

Technology Act, 2000 to facilitate and strengthen e-governance.

(b) What is meant by digital signature? State the procedure of creation and-.
verification of digital signature. (ﬂ';

(@) “E-ota o - R, € wele A g o o S O
Mﬁﬁm,zooo%maﬁﬁaﬁﬁm s

(@) e e o 7 Rt s & B v e o S
| 35 @

Scanned with CamScanner



