COURSE: B.COM (H)
SEMESTER : IV
PAPER: CYBER CRIMES AND LAWS
Question Bank

1. Explain how cyber crimes can be classified under two heads where computer is either a tool or
target?

2. How does the Information Technology Act, 2000 enable the objective of Government in
spreading e-governance?

3. What are the advantages/benefits of e-forms over paper forms forbusinesses ?

4. What is electronic money? Describe the various methods of digital payments in India. Which
method can be considered as the best method?

5. Explain the term "Attribution of Electronic records". State the provisions of IT Act regarding
acknowledgement of receipt of electronic records.

6. "CCAs Act as a regulator of certifying authority and it is duty of certifying authority to ensure
compliance of ACT". In light of this statement explain functions and duties of CCA and CA
respectively.

7."Impacts of Cyber crimes against children is a big threatening for civil society.” Do you agree?
Explain

8. Explain the various aspects and impact of e-business. Discuss the importance of e-Business to
economic development.

9. Explain the various types of domain name disputes. How can domain name disputes be
resolved?

10. What are advantages of 10T based mobile applications?

11. Explain the process of creation and verification of digital Signature. Can the digital signature
certificate be used as digital evidence in a court of law?

12. Explain the provisions regarding issue, revocation and suspension of electronic signature
certificate.

13. While explaining the reasons for cyber crimes suggest a suitable Strategyto tackle cyber
crimes.

14. "Essence and objectives of Indian IT Act, 2000 are very significant in present cyber era.’
Discuss.

15. Discuss the various applications of Internet of Things (1oT).

16. What are the advantages and disadvantages of digital payment methods.



17. Discuss the provisions of acknowledgement and Attribution of Electronic Record as per IT
Act, 2000.

18. Explain Penalties and Compensation as per Chapter IX of IT Act.Differentiate between
Cyber contravention and Cyber offence.

19.a)What are the different categories of cyber criminals? Explain thevarious techniques to
commit cyber crimes.

b) Distinguish between and cyber crimes and conventional crimes.

20. (a) Define the term 'Domain Name'. Which are the various types of disputes with respect to
domain name?

(b) Explain the various effects of cyber crimes.

21. (a) Define E-contract. What are the essentials of E-contract? Explain the different kinds of E-
contract.

(b) Internet is a boon in today's world. However, it has certain disadvantages. Comment.
21.(a) What are the objectives of IT Act? What are the exclusions from theAct?

(b) Describe E-form. What advantages it has in comparison to paper form?



